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DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Substance Abuse and Mental Health
Services Administration

Agency Information Collection
Activities: Submission for OMB
Review; Comment Request

Periodically, the Substance Abuse and
Mental Health Services Administration
(SAMHSA) will publish a summary of
information collection requests under
OMB review, in compliance with the

Chapter 35). To request a copy of these
documents, call the SAMHSA Reports
Clearance Officer on (301) 443-7978.
Obligated Service for Mental Health
Traineeships: Regulations (42 CFR part
62a) and Forms—(Extension, no change;
OMB No. 0930-0074)—SAMHSA'’s
Center for Mental Health Services

(CMHS) awards grants to institutions for

training instruction and traineeships in
mental health and related disciplines.
Prior to statutory change in 2000,
graduate student recipients of these
clinical traineeships were required to

Secretary to be appropriate in terms of
the individual’s training and
experience, for a length of time equal to
the period of support. The clinical
trainees funded prior to implementation
of the statutory change are required to
submit SAMHSA Form SMA 111-2,
which is an annual report on
employment status and any changes in
name and/or address, to SAMHSA. The
information on this form is required to
document that the trainee has
completed their service obligation.

The annual burden estimate is

Paperwork Reduction Act (44 U.S.C. perform service, as determined by the provided below.
Average
42 CFR Citation and '\F'{érgbgﬁcf Responses/ | Burden/Re- AnnlérélnBur-
Associated Forms p Respondent sponse
ents (Hrs.)
(Hrs.) ’
64a.105(b)(2)—Annual Payback Activities Certification—SMA 111-2 .........cccccevveeennnn. 79 1 .18 14

Written comments and
recommendations concerning the
proposed information collection should
be sent within 30 days of this notice to:
SAMHSA Desk Officer, Human
Resources and Housing Branch, Office
of Management and Budget, New
Executive Office Building, Room 10235,
Washington, DC 20503; due to potential
delays in OMB’s receipt and processing
of mail sent through the U.S. Postal
Service, respondents are encouraged to
submit comments by fax to: 202—395—
6974.

Dated: January 8, 2004.
Anna Marsh,
Acting Executive Officer, SAMHSA.
[FR Doc. 04-963 Filed 1-15—-04; 8:45 am|]
BILLING CODE 4162-20-P

DEPARTMENT OF HOMELAND
SECURITY

Notice to Nonimmigrant Aliens Subject
To Be Enrolled in the United States
Visitor and Immigrant Status Indicator
Technology System; Correction

AGENCY: Department of Homeland
Security.

ACTION: Notice; correction.

SUMMARY: The Department of Homeland
Security published a document in the
Federal Register of January 5, 2004,
requiring certain nonimmigrant aliens to
provide fingerprints, photographs or
other biometric identifiers if arriving in
or departing from the United States
through designated air or sea ports of
entry on or after January 5, 2004. The
document contained an incorrect
telephone number.

FOR FURTHER INFORMATION CONTACT:
Steve Yonkers, Privacy Officer, US—
VISIT, Border and Transportation
Security, U.S. Department of Homeland
Security, Washington, DC 20528,
telephone (202) 298-5200.
SUPPLEMENTARY INFORMATION: In the
Federal Register of January 5, 2004, in
FR Doc. 03—32333, on page 484, in the
second column, correct the telephone
number for Steve Yonkers to read: Steve
Yonkers, Privacy Officer, US-VISIT,
Border and Transportation Security,
U.S. Department of Homeland Security,
Washington, DC 20528. Phone (202)
298-5200. Fax (202) 298-5201.

Dated: January 12, 2004.
Nuala O’Connor Kelly,
Chief Privacy Officer.
[FR Doc. 04—1015 Filed 1-15-04; 8:45 am]
BILLING CODE 4410-10-P

DEPARTMENT OF HOMELAND
SECURITY

Privacy Impact Assessment and
Privacy Policy; US-VISIT Program

AGENCY: Department of Homeland
Security.

ACTION: Notice; Privacy Impact
Assessment and Privacy Policy.

SUMMARY: On January 5, 2004, the
Department of Homeland Security
(Department) promulgated an interim
rule implementing the first phase of the
United States Visitor and Immigrant
Status Indicator Technology Program
(US—VISIT, Increment 1) in accordance
with several Congressional mandates
requiring that the Department create an
integrated, automated entry exit system
that records the arrival and departure of

aliens and that verifies, through the
comparison of biometric identifiers, the
identities of aliens and the
authentication of their travel
documents. In connection with this
program, and in accordance with
Section 208 of the E-Government Act of
2002, which requires federal agencies to
conduct a privacy impact assessment
(PIA) when they use information
technology to collect new information,
the Department of Homeland Security
conducted a Privacy Impact Assessment
of US-VISIT, which was published on
January 4, 2004, at http://www.dhs.gov/
privacy. Because Section 208 of the E-
Government Act of 2002 requires federal
agencies to make PIAs publicly
available through their Web sites,
publication in the Federal Register, or
other means, attached as appendices to
this notice are the Department’s
Executive Summary of the PIA, the PIA,
and the Privacy Policy for the US-VISIT
Program, Increment 1.

ADDRESSES: Written comments about the
US-VISIT Program, Increment 1 Privacy
Impact Assessment and Privacy Policy
may be submitted to Privacy Office,
Attn.: US-VISIT PIA, U.S. Department
of Homeland Security, Washington, DC
20528, fax (202) 298—-5201, or email
privacy@dhs.gov. If submitting
comments by email, please include the
words “US-VISIT PIA” in the subject
line.

FOR FURTHER INFORMATION CONTACT:
Steve Yonkers, Privacy Officer, US—
VISIT, Border and Transportation
Security, U.S. Department of Homeland
Security, Washington, DC 20528,
telephone (202) 298-5200, fax (202)
298-5201.

SUPPLEMENTARY INFORMATION:
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Note: The following appendices will not
appear in the Code of Federal Regulations.

Appendix A—US-VISIT Program, Increment
1 Privacy Impact Assessment Executive
Summary

Appendix B—US-VISIT Program, Increment
1 Privacy Impact Assessment

Appendix G—US-VISIT Program Privacy
Policy

Dated: January 12, 2004.
Nuala O’Connor Kelly,
Chief Privacy Officer.
US-VISIT Program, Increment 1
Privacy Impact Assessment

Executive Summary
December 18, 2003

Contact Point: Steve Yonkers, US-VISIT
Privacy Officer, Department of Homeland
Security, (202) 298-5200.

Reviewing Official: Nuala O’Connor Kelly,
Chief Privacy Officer, Department of
Homeland Security, (202) 772—9848.

US-VISIT Program, Increment 1
Privacy Impact Assessment
Executive Summary

Overview

US-VISIT, the United States Visitor and
Immigrant Status Indicator Technology, is a
legislatively-mandated DHS program that is
designed to:

+ Enhance the security of American
citizens, permanent residents, and visitors.
+ Expedite legitimate travel and trade.

* Ensure the integrity of the immigration
system.

» Safeguard the personal privacy of
visitors.

When fully implemented, US-VISIT will
provide a dynamic, interoperable system
involving numerous stakeholders across the
government. Increment 1, as the name
suggests, is the first step in the
implementation process. Increment 1
proposes to integrate and modify the
capabilities of several information systems in
order to accomplish the mission of US—
VISIT.

This Privacy Impact Assessment (PIA)
focuses on Increment 1 of this entry exit
system.

What Information Is Collected

The US-VISIT program will collect and
retain biographic, travel, and biometric
information (i.e., photograph and
fingerprints) pertaining to visitors.

Individuals covered by Increment 1
(“covered individuals™) are nonimmigrant
visa holders traveling through air and sea
ports.® The DHS regulations and related
Federal Register notice for US-VISIT
Increment 1 will fully detail coverage of the
program.

1 Nonimmigrant visa entrants comprise a small
percentage of the 330 million non-citizens admitted
annually through ports of entry. Establishing US—
VISIT incrementally with this population will allow
DHS to test implementation of the system and to
make revisions as needed for future increments.

Why the Information Is Being Collected and
Intended Use of the Information

In accordance with Congressional
mandates for an entry exit system,
information is collected from and used to
verify the identity of covered individuals
who enter or leave the United States. This
enables U.S. authorities to enhance the
security of the United States by more
effectively identifying covered individuals
who are:

» Known to pose a threat or are suspected
of posing a threat to the security of the
United States;

* Known to have violated the terms of
their admission to the United States; or

» Wanted for commission of a criminal act
in the United States or elsewhere.

Information Access and Sharing

Information collected and retained by US—
VISIT will be accessed by employees of DHS
components—Customs and Border
Protection, Immigration and Customs
Enforcement, Citizenship and Immigration
Services, and the Transportation Security
Administration—and by consular officers of
the Department of State. Strict security
controls will be put in place to ensure that
only those personnel with a need for the
information in the performance of their
official duties will be able to access
information in the system.

If necessary, the information that is
collected will be shared with other law
enforcement agencies at the federal, state,
local, foreign, or tribal level, who are
lawfully engaged in collecting law
enforcement intelligence information and
who need access to the information in order
to carry out their law enforcement duties.

Consent Mechanisms

The admission into the United States of an
individual subject to US—VISIT requirements
will be contingent upon submission of the
information required by US-VISIT, including
biometric identifiers. A covered individual
who declines to provide biometrics is
inadmissible to the United States, unless a
discretionary waiver is granted under section
212(d)(3) of the Immigration and Nationality
Act. Such an individual may withdraw his or
her application for admission, or be subject
to removal proceedings.

Security

Information accessible to US-VISIT will be
protected through multi-layer security
mechanisms that are physical, technical,
administrative and environmental and that
are in compliance with the DHS IT Security
Program Handbook and DHS Baseline
Security Requirements for Automated
Information Systems. These security
mechanisms provide access control to
sensitive data, physical access control to DHS
facilities, confidentiality of communications,
authentication of sending parties, and careful
screening to ensure that all personnel with
access to data are screened through
background investigations commensurate
with the level of access required to perform
their duties.

System of Records

A system of records notice (SORN)—
normally required under the Privacy Act—is
not necessary for US—VISIT because no new
system is being developed for Increment 1.
However, the ADIS and IDENT SORNSs have
been revised to reflect US—VISIT usage.

Although US-VISIT derives its capability
from the integration and modification of
existing systems, it nevertheless represents a
new business process that involves new uses
of existing data and the collection of new
data items. As a result, there is a potential
for new privacy risks, which are addressed in
the PIA.

Privacy Controls

US-VISIT collects, integrates, and shares
personal information of covered individuals.
Covered individuals must consent to the
collection, use, and disclosure of this
personal information if they wish to enter or
leave the U.S.

To address the privacy concerns associated
with the program, US-VISIT will implement
comprehensive privacy controls, which will
be modified and updated as the system is
revised and expanded. These controls consist
of:

* Public education through transparency
of the program, including development and
publication of a Privacy Policy that will be
disseminated prior to the time information is
collected from potential visitors;2

* Establishment of privacy sensitivity
awareness programs for US—VISIT operators3;

+ Establishment of a Privacy Officer for
US-VISIT and implementation of an
accountability program for those responsible
for compliance with the US-VISIT Privacy
Policy;

 Periodic strategic reviews of US-VISIT
data to ascertain that the collection is limited
to that which is necessary for US-VISIT
stated purposes;

» Usage agreements between US—VISIT
and other agencies authorized to have access
to US-VISIT data;

 To the extent permitted by law,
regulations, or policy, establishment of
opportunity for covered individuals to have
access to their information and/or allow them
to challenge its completeness;

* Maintenance of security safeguards
(physical, electronic and procedural)
consistent with federal law and policy to
limit access to personal information only to
those with appropriate rights, and to protect
information from unauthorized disclosure,
modification, misuse, and disposal, whether
intentional or unintentional; and

* Establishment of administrative controls
to prevent improper actions due to data
inconsistencies from multiple information
sources.

Contact Point and Reviewing Official

Contact Point: Steve Yonkers, US-VISIT
Privacy Officer, (202) 298-5200.

2 A copy of the Privacy Policy is appended to the
full report.

3The legacy systems on which Increment 1 is
built included privacy sensitivity training
requirements. This training will be made mandatory
for US-VISIT operators.
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Reviewing Official: Nuala O’Connor Kelly,
Chief Privacy Officer, DHS, (202) 772—-9848.

Comments

We welcome your comments on this
privacy impact assessment. Please write to:
Privacy Office, Attn.: US-VISIT PIA, U.S.
Department Of Homeland Security,
Washington, DC 20528, or email
privacy@dhs.gov. Please include US-VISIT
PIA in the subject line of the email.

US-VISIT Program, Increment 1

Privacy Impact Assessment
December 18, 2003

Contact Point: Steve Yonkers, US-VISIT
Privacy Officer, Department of Homeland
Security, (202) 298-5200.

Reviewing Official: Nuala O’Connor Kelly,
Chief Privacy Officer, Department of
Homeland Security, (202) 772—9848.

US-VISIT Program, Increment 1
Privacy Impact Assessment

1. Introduction

Congress has directed the Executive
Branch to establish an integrated entry and
exit data system to accomplish the following
goalst:

1. Record the entry into and exit out of the
United States of covered individuals;

2. Verify the identity of covered
individuals; and

3. Confirm compliance by visitors with the
terms of their admission into the United
States.

The Department of Homeland Security
(DHS) proposes to comply with this
congressional mandate by establishing the
United States Visitor and Immigration Status
Indicator Technology (US—VISIT) program.
The first phase of US-VISIT, referred to as
Increment 1, will capture entry and exit
information about non-immigrant visitors
whose records are not subject to the Privacy
Act. Rather than establishing a new
information system, DHS will integrate and
enhance the capabilities of existing systems
to capture this data. In an effort to make the
program transparent, as well as to address
any privacy concerns that may arise as a
result of the program, DHS’s Chief Privacy
Officer has directed that this PIA be
performed in accordance with the guidance
issued by OMB on September 26, 2003. As

1 Congress enacted several statutory provisions
concerning an entry exit program, including
provisions in: The Immigration and Naturalization
Service Data Management Improvement Act of 2000
(DMIA) Public Law 106—215; The Visa Waiver
Permanent Program Act of 2000 (VWPPA); Public
Law 106—396; The U.S.A. PATRIOT Act, Public
Law 107-56; and The Enhanced Border Security
and Visa Entry Reform Act (“Border Security Act”),
Public Law 107-173.

US-VISIT is further developed and deployed,
this PIA will be updated to reflect future
increments.

2. System Overview

» What Information Is To Be Collected

Individuals subject to the data collection
requirements and processes of Increment 1 of
the US-VISIT program (“covered
individuals”) are nonimmigrant visa holders
traveling through air and sea ports. The DHS
regulations and related Federal Register
notice for US—VISIT Increment 1 will fully
detail coverage of the program.

The information to be collected from these
individuals includes complete name, date of
birth, gender, country of citizenship, passport
number and country of issuance, country of
residence, travel document type (e.g., visa),
number, date and country of issuance,
complete U.S. address, arrival and departure
information, and for the first time, a
photograph, and fingerprints. US—VISIT will
capture and store this information from
existing systems that already record it or are
being modified to allow for its collection.

e Why the Information is Being Collected

In numerous statutes, Congress has
indicated that an entry exit program must be
put in place to verify the identity of covered
individuals who enter or leave the United
States. In keeping with this expression of
congressional intent and in furtherance of the
mission of the Department of Homeland
Security, the purposes of US-VISIT are to
identify individuals who may pose a threat
to the security of the United States, who may
have violated the terms of their admission to
the United States, or who may be wanted for
the commission of a crime in the U.S. or
elsewhere, while at the same time facilitating
legitimate travel.

e What Opportunities Individuals Will Have
To Decline To Provide Information or To
Consent to Particular Uses of the Information
and How Individuals Grant Consent

The admission into the United States of an
individual subject to US-VISIT requirements
will be contingent upon submission of the
information required by US-VISIT, including
biometric identifiers. A covered individual
who declines to provide biometrics is
inadmissible to the United States, unless a
discretionary waiver is granted under section
212(d)(3) of the Immigration and Nationality
Act. Such an individual may withdraw his or
her application for admission, or be subject
to removal proceedings. US—VISIT has its
own privacy officer, however, to ensure that
the privacy of all visitors is respected and to
respond to individual concerns which may
be raised about the collection of the required
information. Further, the DHS Chief Privacy
Officer will exercise comprehensive
oversight of all phases of the program to

ensure that privacy concerns are respected
throughout implementation. The DHS Chief
Privacy Officer will also serve as the review
authority for all individual complaints and
concerns about the program.

3. Increment 1 System Architecture

US-VISIT Increment 1 will accomplish its
goals primarily through the integration and
modification of the capabilities of three
existing systems:

1. The Arrival and Departure Information
System (ADIS).

2. The Passenger Processing Component of
the Treasury Enforcement Communications
System (TECS)?2

3. Automated Biometric Identification
System (IDENT).

US-VISIT Increment 1 will also involve
modification and extension of client software
on Port of Entry (POE) workstations and the
development of departure kiosks.

The changes to these systems include:

1. Modifications of TECS to give
immigration inspectors the ability to display
non-immigrant-visa (NIV) data.

2. Modifications to the ADIS database to
accommodate additional data fields, to
interface with other systems, and to generate
various types of reports based on the stored
data.

3. Modifications to the IDENT database to
capture biometrics at the primary port of
entry (POE) and to facilitate identity
verification.

4. Establishment of interfaces to facilitate
the transfer of biometric information from
IDENT to ADIS and from ADIS to TECS.

5. Establishment of other interfaces to
facilitate transfer of changes in the status of
individuals from two other data bases—the
Student and Exchange Visitor Information
System (SEVIS) and the Computer Linked
Application Information Management System
(CLAIMS 3) to ADIS.

BILLING CODE 4410-10-P

2 As indicated in the US=VISIT Increment 1
Functional Requirements Document (FRD), the
Passenger Processing Component of TECS consists
of two systems, where “system” is used in the sense
of the E-Government Act, title 44, Chapter 35,
section 3502 of U.S. Code; i.e., “‘a discrete set of
information resources organized for the collection,
processing, maintenance, use, sharing,
dissemination, or disposition of information.” The
two systems, and the process relevant to US-VISIT
Increment 1 that they support, are (1) Interagency
Border Inspection System (IBIS), supporting the
lookout process and providing interfaces with the
Interpol and National Crime Information Genter
(NCIC) databases; and (2) Advance Passenger
Information System (APIS), supporting the entry
process by receiving airline passenger manifest
information.
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Figure 1 presents data flows in the context of the high-level system architecture.

Source: US-VISIT Increment 1 Functional Requirements Document
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 Intended Use of the Information

DHS intends to use the information
collected and maintained by US-VISIT
Increment 1 to carry out its national security,
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Pre-existing Interface
Modified Interface

New Interface

law enforcement, immigration control, and
other functions. Through the enhancement
and integration of existing database systems,
DHS will be able to ensure the entry of
legitimate visitors, identify, investigate,
apprehend and/or remove aliens unlawfully

entering or present in the United States
beyond the lawful limitations of their visit,
and prevent the entry of inadmissible aliens.
US-VISIT thus will enable DHS to protect
U.S. borders and national security by
maintaining improved immigration control.
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US-VISIT will also help prevent aliens from
obtaining benefits to which they are not
entitled.

4. Maintenance and Administrative Controls
on Access to the Data

» With Whom the Information Will Be
Shared

The personal information collected and
maintained by US—VISIT Increment 1 will be
accessed principally by employees of DHS
components—Customs and Border
Protection, Immigration and Customs
Enforcement, Gitizenship and Immigration
Services, and the Transportation Security
Administration—and by consular officers of
the Department of State. Additionally, the
information may be shared with other law
enforcement agencies at the federal, state,
local, foreign, or tribal level, who, in
accordance with their responsibilities, are
lawfully engaged in collecting law
enforcement intelligence information
(whether civil or criminal) and/or
investigating, prosecuting, enforcing, or
implementing civil and/or criminal laws,
related rules, regulations, or orders. The

system of records notices for the existing
systems on which US-VISIT draws provide
notice as to the conditions of disclosure and
routine uses for the information collected by
US-VISIT, provided that any disclosure is
compatible with the purpose for which the
information was collected.

US-VISIT transactions will have a unique
identifier to differentiate them from other
IDENT transactions. This will allow for
improved oversight and audit capabilities to
ensure that the data are being handled
consistent with all applicable federal laws
and regulations regarding privacy and data
integrity.

* How the Information Will Be Secured

The US-VISIT program will secure
information and the systems on which that
information resides, by complying with the
requirements of the DHS IT Security Program
Handbook. This handbook establishes a
comprehensive program, consistent with
federal law and policy, to provide complete
information security, including directives on
roles and responsibilities, management
policies, operational policies, and

application rules, which will be applied to
component systems, communications
between component systems, and at
interfaces between component systems and
external systems.

One aspect of the DHS comprehensive
program to provide information security
involves the establishment of rules of
behavior for each major application,
including US—VISIT. These rules of behavior
require users to be adequately trained
regarding the security of their systems. These
rules also require a periodic assessment of
technical, administrative and managerial
controls to enhance data integrity and
accountability. System users must sign
statements acknowledging that they have
been trained and understand the security
aspects of their systems. In addition, the
rules of behavior already in effect for each of
the component systems on which US-VISIT
draws will be applied to the program, adding
an additional layer of security protection.

The table below provides detail on the
various measures employed to address
potential security threats to US-VISIT
Increment 1.

SECURITY THREATS AND MITIGATION METHODS DETAILED

Nature of threat

Architectural
placement

Safeguard

Mechanism

Intentional physical threats from unau-
thorized external entities.

Intentional physical threats from unau-
thorized external entities.

Intentional physical threats from external
enemies.

Intentional physical threats from external
entities.

Intentional and unintentional electronic
threats from authorized (internal and
external) entities.

Passenger Proc-
essing Compo-
nent of TECS.

POE Workstation ..

System-wide

Physical protection

Physical protection

Physical protection

Physical protection

Technical protec-
tion: Identifica-
tion and authen-
tication (1&A).

The ADIS database and application is maintained at a De-
partment of Justice Data Center. Physical controls of
that facility (e.g., guards, locks) apply and prevent en-
tree by unauthorized entities.

The Passenger Processing Component of TECS is main-
tained on a mainframe by CBP. Physical controls of the
TECS facility (e.g., guards, locks) apply and prevent en-
tree by unauthorized entities.

IDENT is maintained on an IBM cluster. Physical controls
of the facility (e.g., guards, locks) apply and prevent en-
tree by unauthorized entities.

Physical controls will be specific to each POE.

User identifier and password, managed by the Password
Issuance Control System (PICS).

5. Information Life Cycle and Privacy
Impacts

The following analysis is structured
according to the information life cycle. For
each life-cycle stage—collection, use and
disclosure, processing, and retention and
destruction—key issues are assessed, privacy
risks identified, and mitigation measures
discussed. Risks are related to fair
information principles—notice/awareness,
choice/consent, access/participation,
integrity/security, and enforcement/redress—
that form the basis of many statutes and
codes.

» Collection

US-VISIT Increment 1 collects only the
personal information necessary for its
purposes. While Increment 1 does not
constitute a new system of records, it does
expand the types of data held in its
component systems to include biometric
identifiers. By definition this creates a

general privacy risk. This risk is mitigated,
however, by establishment of a privacy
policy supported and enforced by a
comprehensive privacy program. This
program includes a separate Privacy Officer
for US—VISIT, mandatory privacy training for
system operators, and appropriate safeguards
for data handling.

e Use and Disclosure

The IDENT and TECS systems collect data
that are used for purposes other than US—
VISIT. As a result, data collected for US—
VISIT through these systems may become
available for another functionality embodied
in these component systems. This presents a
potential notice risk: will the data be used for
a purpose consistent with US-VISIT? This
risk is mitigated in several ways. First, US—
VISIT isolates US—VISIT data from non US—
VISIT data on component systems, and users
will be subject to specific privacy and
security training for this data. Second, the

IDENT and TECS systems already have their
own published SORNS, which explain the
uses to which the data they collect will be
put, for US-VISIT as well as non-US-VISIT
purposes. This, too, mitigates the notice risk.
Third, Memoranda of Understanding and of
Agreement are being negotiated with third
parties (including other agencies) that will
address protection and use of US-VISIT data,
again to mitigate this notice risk.

» Processing

Data exchange, which will take place over
an encrypted network between US-VISIT
Increment 1 component systems and/or
applications is limited, and confined only to
those that are functionally necessary.
Although much of the personal information
going into ADIS from SEVIS and CLAIMS 3
is duplicative of data entering ADIS from
TECS, this duplication is to ensure that
changes in status received from SEVIS or
CLAIMS 3 are associated with the correct
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individual, even in cases of data element
mismatches (i.e., differing values for the
same data element received from different
sources). This mitigates the data integrity
risk. A failure to match generates an
exception report that prompts action to
resolve the issue. This also mitigates integrity
risk by guarding against incorrect
enforcement actions resulting from lost
immigration status changes. (The data flows
from SEVIS and CLAIMS 3 principally
support changes in status.)

On the other hand, if a match is made, but
there are some data element mismatches, no
report is generated identifying the relevant
records and data elements (one or more of
which must have inaccurate or improper
values) and no corrective action is taken.
This is due to the resources that would be
required to investigate all such events. This
integrity risk again creates a possibility of
incorrect enforcement actions if the match
was made in error as a result of the data
element mismatches. However, this aspect of
the integrity risk is mitigated by subjecting
all status changes that would result in
enforcement actions to manual analysis and
verification. A quality assurance process will

also be used to identify any problem trends
in the matching process.

¢ Retention and Destruction

The policies of individual component
systems, as stated in their SORNSs, govern the
retention of personal information collected
by US-VISIT. Because the component
systems were created at different times for
different purposes, there are inconsistencies
across the SORNs with respect to data
retention policies. There is also some
duplication in the types of data collected by
each system. These inconsistencies and
duplication result in some heightened degree
of risk with respect to integrity/security of
the data, and to access and redress
principles, because personal information
could persist on one or more component
systems beyond its period of use or disappear
from one or more component systems while
still in use. These risks are mitigated,
however, by having a Privacy Officer for US—
VISIT to handle specific issues that may
arise, by providing review of the Privacy
Officer’s decision by the DHS Chief Privacy
Officer, and, to the extent permitted by
existing law, regulations, and policy, by

allowing covered individuals access to their
information and permitting them to challenge
its completeness. Additionally, as an
overarching mechanism to ensure
appropriate privacy protections, US-VISIT
operators will conduct periodic strategic
reviews of the data to ensure that what is
collected is limited to that which is necessary
for US-VISIT purposes,

US-VISIT Increment 1 will store
fingerprint images, both in the IDENT
database and transiently on the some POE
workstations and departure kiosks. These
images are, of course, sensitive, and their
storage could present a security as well as a
privacy risk. Because retention of fingerprint
images is functionally necessary so that
manual comparison of fingerprints can be
performed to verify biometric watch list
matches, appropriate mitigation strategies
will be utilized, including encryption on the
departure kiosks and physical and logical
access controls on the POE workstations and
on the IDENT system.

The chart below shows, in tabular form,
the privacy risks associated with US-VISIT,
Increment One, and the mitigation efforts
that will address these risks.

PRIVACY THREATS AND MITIGATION METHODS DETAILED

Type of threat

Description of threat

Type of measures to counter/mitigate threat

Unintentional threats
from insiders 3.

Intentional threat from
insiders.

Intentional and uninten-
tional threats from au-
thorized external enti-
ties4.

Intentional threats from
external unauthorized
entities.

Unintentional threats include flaws in privacy policy
definitiion; mistakes in information system design, de-
velopment, integration, configuration, and operation;
and errors made by custodians (i.e., personnel of orga-
nizations with custody of the information). These
threats can be physical (e.g., leaving documents in
plain view) or electronic in nature. These threats can
result in insiders being granted access to information
for which they are not authorized or non consistent with
their responsibilities.

Threat actions can be characterized as improper use of
authorized capabilities (e.g., browsing, removing infor-
mation from trash) and circumvention of controls to
take unauthorized actions (e.g., removing data from a
workstation that has been not been shut off).

Intentional: Threat actions can be characterized as im-
proper use of authorized capabilities (e.g., misuse of in-
formation provided by US-VISIT) and circumvention of
controls to take unauthorized actions (e.g., unauthor-
ized access to systems)..

Unintentional: Flaws in privacy policy definition; mistakes
in information system design, development, integration,
configuration, and operation; and errors made by
custodians.

Threat actions can be characterized by mechanism: phys-
ical attack (e.g., theft of equipment), electronic attack
(e.g., hacking, interception of commuications), and per-
sonnel attack (e.g., social engineering)..

These threats are addressed by (a) developing a privacy
policy consistent with Fair Information Practices, laws,
regulations, and OMB guidance; (b) defining appro-
priate functional and interface requirements; devel-
oping, integrating, and configuring the system in ac-
cordance with those requirements and best security
practices; and testing and validating the system against
those requirements; and (c) providing clear operating
instructions and training to users and system adminis-
trators.

These threats are addressed by a combination of tech-
nical safeguards (e.g., access control, auditing, and
anomaly detection) and administrative safeguards (e.g.,
procedures, training).

These threats are addressed by technical safeguards (in
particular, boundary controls such as firewalls) and ad-
ministrative safeguards in the form of routine use
agreements which require external entities (a) to con-
form with the rules of behavior and (b) to provide safe-
guards consistent with, or more stringent than, those of
the system or program.

These threats are addressed by physical safeguards,
boundary controls at external interfaces, technical safe-
guards (e.g., identification and authentication,
encrypted communications), and clear operating in-
structions and training for users and system administra-
tors.

3 Here, the term “insider” is intended to include individuals acting under the authority of the system owner or program manager. These include
users, system administrators, maintenance personnel, and others authorized for physical access to system components.

4These include individuals and systems which are not under the authority of the system owner or program manager, but are authorized to re-
ceive information from, provide information to, or interface electronically with the system.

6. Summary and Conclusions

Legislation both before and after the events
of September 11, 2001 led to the
development of the US—VISIT Program. The
program is based on Congressional concerns
with visa overstays, the number of illegal

foreign nationals in the country, and overall
border security issues. Requirements for the
program, including the implementation of an
integrated and interoperable border and
immigration management system, are
embedded in various provisions of The

Immigration and Naturalization Service Data
Management Improvement Act of 2000
(DMIA) Pub. L. 106-215; The Visa Waiver
Permanent Program Act of 2000 (VWPPA);
Pub. L. 106-396; The U.S.A. PATRIOT Act,
Pub. L. 107-56; and The Enhanced Border
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Security and Visa Entry Reform Act (‘“Border
Security Act”’), Pub. L. 107-173. As a result,
many of the characteristics of US-VISIT were
pre-determined. These characteristics
include:

+ Use of a National Institute of Standards
and Technology (NIST) biometric standard
for identifying foreign nationals;

+ Use of biometric identifiers in travel and
entry documents issued to foreign nationals,
including the ability to read such documents
at U.S. ports of entry;

* Integration of arrival/departure data on
foreign nationals, including commercial
carrier passenger manifests; and

* Integration with other law enforcement
and security systems.

These and other requirements substantially
constrained the high-level design choices
available to the US—VISIT Program. A major
choice for the program concerned whether to
develop an entirely or largely new system or
to build upon existing systems. Given the
legislatively imposed deadline of December
31, 2003 for establishing an initial operating
capability, along with the various integration
requirements, the program opted to leverage
existing systems—IDENT, ADIS, and the
Passenger Processing Component of TECS.

As a result of this choice for Increment 1,
DHS has determined that a new information
system would not be created. Nevertheless,
in order to effectively and accurately assess
the privacy risks of US-VISIT, and because
the program represents a new business
process, this Privacy Impact Assessment was
performed. In the process of conducting this
PIA, DHS identified the need to (1) update
the SORNSs of the ADIS and IDENT systems
to accurately reflect US-VISIT requirements
and usage, which has been accomplished,
and (2) examine the privacy and security
aspects of the existing SORNs and implement
any additional necessary strategies to ensure
the privacy and security of US-VISIT data.

Based on this analysis, it can be concluded
that:

* Most of the high-level design choices for
US-VISIT Increment 1 were statutorily pre-
determined;

* US-VISIT Increment 1 creates a pool of
individuals whose personal information is at
risk; but

» US-VISIT Increment 1 mitigates specific
privacy risks; and

* US-VISIT, through its own Privacy
Officer and in collaboration with the DHS
Chief Privacy Officer, will continue to track,
assess, and address privacy issues throughout
the life of the US-VISIT program and update
this PIA to reflect additional increments of
the program.

Contact Point and Reviewing Official

Contact Point: Steve Yonkers, US-VISIT
Privacy Officer, (202) 298-5200.

Reviewing Official: Nuala O’Connor Kelly,
Chief Privacy Officer, DHS, (202) 772-9848.

Comments

We welcome your comments on this
privacy impact assessment. Please write to:
Privacy Office, Attn.: US-VISIT PIA, U.S.
Department Of Homeland Security,
Washington, DG 20528, or email
privacy@dhs.gov. Please include US-VISIT
PIA in the subject line of the email.

US-VISIT Program

Privacy Policy
November 2003

What Is the Purpose of the US-VISIT
Program?

The United States Visitor Immigrant Status
Indicator Technology (US—-VISIT) is a United
States Department of Homeland Security
(DHS) program that enhances the country’s
entry and exit system. It enables the United
States to record the entry into and exit out
of the United States of foreign nationals
requiring a visa to travel to the U.S., creates
a secure travel record, and confirms their
compliance with the terms of their
admission.

The US-VISIT program’s goals are to:

a. Enhance the security of American
citizens, permanent residents, and visitors.

b. Facilitate legitimate travel and trade.

c. Ensure the integrity of the immigration
system.

d. Safeguard the personal privacy of
visitors.

The US-VISIT initiative involves
collecting biographic and travel information
and biometric identifiers (fingerprints and a
digital photograph) from covered individuals
to assist border officers in making
admissibility decisions. The identity of
covered individuals will be verified upon
their arrival and departure.

Who Is Affected by the Program?

Individuals subject to the requirements and
processes of the US—VISIT program
(“covered individuals”) are those who are
not U.S. citizens at the time of entry or exit
or are U.S. citizens who have not identified
themselves as such at the time of entry or
exit. Non-U.S. citizens who later become U.S.
citizens will no longer be covered by US—
VISIT, but the information about them
collected by US-VISIT while they were non-
citizens will be retained, as will information
collected about citizens who did not identify
themselves as such.

What Information Is Collected?

The US—-VISIT program collects biographic,
travel, travel document, and biometric
information (photographs and fingerprints)
pertaining to covered individuals. No
personally identifiable information is
collected other than that which is necessary
and relevant for the purposes of the US—
VISIT program.

How Is the Information Used?

The information that US-VISIT collects is
used to verify the identity of covered
individuals when entering or leaving the U.S.
This enables U.S. authorities to more
effectively identify covered individuals that:

+ Are known to pose a threat or are
suspected of posing a threat to the security
of the United States;

* Have violated the terms of their
admission to the United States; or

» Are wanted for commission of a criminal
act in the United States or elsewhere.

Personal information collected by US—
VISIT will be used only for the purposes for
which it was collected, unless other uses are
specifically authorized or mandated by law.

Who Will Have Access to the Information?

Personal information collected by US—
VISIT will be principally accessed by
Customs and Border Protection, Immigration
and Customs Enforcement, Citizenship and
Immigration Services, and Transportation
Security Officers of the Department of
Homeland Security and Consular Officers of
the Department of State. Others to whom this
information may be made available include
appropriate federal, state, local, or foreign
government agencies when needed by these
organizations to carry out their law
enforcement responsibilities.

How Will the Information Be Protected?

Personal information will be kept secure
and confidential and will not be discussed
with, nor disclosed to, any person within or
outside the US—VISIT program other than as
authorized by law and in the performance of
official duties. Careful safeguards, including
appropriate security controls, will ensure
that the data is not used or accessed
improperly. In addition, the DHS Chief
Privacy Officer will review pertinent aspects
of the program to ensure that proper
safeguards are in place. Roles and
responsibilities of DHS employees, system
owners and managers, and third parties who
manage or access information in the US—
VISIT program include:

1. DHS Employees

As users of US-VISIT systems and records,
DHS employees shall:

 Access records containing personal
information only when the information is
needed to carry out their official duties.

* Disclose personal information only for
legitimate business purposes and in
accordance with applicable laws, regulations,
and US-VISIT policies and procedures.

2. US-VISIT System Owners/Managers

System Owners/Managers shall:

» Follow applicable laws, regulations, and
US-VISIT program and DHS policies and
procedures in the development,
implementation, and operation of
information systems under their control.

* Conduct a risk assessment to identify
privacy risks and determine the appropriate
security controls to protect against the risk.

 Ensure that only personal information
that is necessary and relevant for legally
mandated or authorized purposes is
collected.

+ Ensure that all business processes that
contain personal information have an
approved Privacy Impact Assessment.
Privacy Impact Assessments will meet
appropriate OMB and DHS guidance and will
be updated as the system progresses through
its development stages.

* Ensure that all personal information is
protected and disposed of in accordance with
applicable laws, regulations, and US—VISIT
program and DHS policies and procedures.

* Use personal information collected only
for the purposes for which it was collected,
unless other purposes are explicitly
mandated or authorized by law.

 Establish and maintain appropriate
administrative, technical, and physical
security safeguards to protect personal
information.
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3. Third Parties

Third parties shall:
» Follow the same privacy protection
guidance as DHS employees.

How Long Is Information Retained?

Personal information collected by US—
VISIT will be retained and destroyed in
accordance with applicable legal and
regulatory requirements.

Who To Contact for More Information About
the US-VISIT Program

Individuals whose personal information is
collected and used by the US—VISIT program
may, to the extent permitted by law, examine
their information and request correction of
inaccuracies. Individuals who believe US—
VISIT holds inaccurate information about
them, or who have questions or concerns
relating to personal information and US-
VISIT, should contact the Privacy Officer,
US-VISIT Program, Department of Homeland
Security, Washington, DC 20528. Further
information on the US—VISIT program is also
available at http://www.dhs.gov/us-visit.

[FR Doc. 04-1016 Filed 1-15—-04; 8:45 am]
BILLING CODE 4410-10-P

DEPARTMENT OF HOUSING AND
URBAN DEVELOPMENT

[Docket No. FR-4901-N-03]

Federal Property Suitable as Facilities
To Assist the Homeless

AGENCY: Office of the Assistant
Secretary for Community Planning and
Development, HUD.

ACTION: Notice.

SUMMARY: This notice identifies
unutilized, underutilized, excess, and
surplus Federal property reviewed by
HUD for suitability for possible use to
assist the homeless.

EFFECTIVE DATE: January 16, 2004.

FOR FURTHER INFORMATION CONTACT:
Mark Johnston, Department of Housing
and Urban Development, Room 7262,
451 Seventh Street, SW., Washington,
DC 20410; telephone (202) 708—1234;
TTY number for the hearing- and
speech-impaired (202) 708-2565, (these
telephone numbers are not toll-free), or
call the toll-free Title V information line
at 1-800-927-7588.

SUPPLEMENTARY INFORMATION: In
accordance with the December 11, 1988,
court order in National Coalition for the
Homeless v. Veterans Administration,
No. 88-2503-0G (D.D.C.), HUD
publishes a notice, on a weekly basis,
identifying unutilized, underutilized,
excess and surplus Federal buildings
and real property that HUD has
reviewed for suitability for use to assist
the homeless. Today’s notice is for the
purpose of announcing that no

additional properties have been
determined suitable or unsuitable this
week.

Dated: January 8, 2004.
John D. Garrity,

Director, Office of Special Needs Assistance
Programs.

[FR Doc. 04-729 Filed 1-15-04; 8:45 am|]
BILLING CODE 4210-29-M

DEPARTMENT OF THE INTERIOR
Office of the Secretary

Privacy Act of 1974, as Amended,;
Amendment of an Existing System of
Records

AGENCY: Department of the Interior.

ACTION: Proposed amendment of an
existing system of records.

SUMMARY: The Department of the
Interior (DOI) is issuing public notice of
its intent to amend a Privacy Act (PA)
system of records in its inventory of
records systems subject to the Privacy
Act of 1974 (5 U.S.C. 552a). Interior/
0S-01, “Computerized ID Security
System” is being amended because DOI,
Office of the Secretary, National
Business Center, is replacing its current
computerized access control system
with a new “Smart Card” access control
system. The current access control
system is used to maintain access
control to the Main Interior complex in
Washington, DC. The new access
control system will be used to maintain
access control to all DOI facilities that
have installed smart card access control
systems. In addition to the information
collected under the current access
control system, the new access control
system will record the entry/exit
locations, access status, and personal
identification numbers (PIN) of the
smart card holder. Two new routine
uses have been added to the system of
records to allow DOI to disclose
information to both: (1) other agencies
that have similar smart card access
control systems, when a DOI smart card
holder desires access to that agency’s
facility; and (2) to an official of another
Federal agency to provide information
needed by that agency in the
performance of official duties related to
reconciling or reconstructing data files,
in support of the functions for which
the records were collected or
maintained. Additionally, the text and/
or scope of the five original routine uses
have been modified to varying degrees.
The data will be stored on a server
located in the Main Interior building in
Washington, DC, with a backup server
located in the DOI National Business

Center facility in Denver, CO. Data
exchanged between the servers and
between the servers and the client PCs
will be encrypted.

EFFECTIVE DATE: 5 U.S.C. 552a(e)(11)
requires that the public be provided a
30-day period in which to comment on
the agency’s intended use of the
information in the system of records.
The Office of Management and Budget,
in its Gircular A—130, requires an
additional 10-day period (for a total of
40 days) in which to make these
comments. Any persons interested in
commenting on this proposed
amendment may do so by submitting
comments in writing to the Office of the
Secretary Privacy Act Officer, Sue Ellen
Sloca, U.S. Department of the Interior,
Mail Stop (MS)-1414-Main Interior
Building (MIB), 1849 C Street, NW,
Washington, DC 20240, or by e-mail to
Sue_Ellen_Sloca@nbc.gov. Comments
received within 40 days of publication
in the Federal Register will be
considered. The system will be effective
as proposed at the end of the comment
period unless comments are received
which would require a contrary
determination. The Department will
publish a revised notice if changes are
made based upon a review of comments
received.
FOR FURTHER INFORMATION CONTACT:
David VanderWeele, Security Specialist,
NBC Security Services, MS-1229, 1849
C St., NW, Washington, DC 20240
(David_A_Vanderweele@nbc.gov).

A copy of the system notice for OS—
01, Computerized ID Security System,
follows.

Dated: January 12, 2004.
Sue Ellen Sloca,

Office of the Secretary Privacy Act Officer,
Department of the Interior.

Interior Department—Privacy Act
Notice

INTERIOR/OS-01

SYSTEM NAME:

Computerized ID Security System—
Interior, OS-01.

SYSTEM LOCATION:

(1) Data covered by this system are
maintained in the following locations:
U.S. Department of the Interior, Office
of the Secretary, National Business
Center, Computer Center, 1849 C Street,
NW, Washington, DC 20240; U.S.
Department of the Interior, Office of the
Secretary, National Business Center,
7301 W Mansfield Ave, MS D-2130,
Denver, CO 80235-2300. (2) Limited
access to data covered by this system is
available at Department of the Interior
(DOI) locations, both Federal buildings
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